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ABSTRACT

Federated Learning has emerged as an effective privacy-preserving machine learning paradigm that enables
multiple clients to collaboratively train a global model without sharing raw data. However, federated learning
systems remain highly vulnerable to poisoning attacks, where malicious participants intentionally submit
manipulated model updates to degrade global model performance and reliability. To address these challenges, this
paper proposes a secure and scalable blockchain-enabled federated learning framework integrated with Zero-
Knowledge Proof and GNN-inspired anomaly detection mechanisms. The proposed framework utilizes
Blockchain Technology to provide decentralized, tamper-resistant, and transparent management of model updates
without relying on a centralized server. A reputation-aware aggregation strategy is introduced to assign trust scores
to participating clients based on their historical behavior, thereby improving the reliability and fairness of the
aggregation process. In addition, a GNN-inspired anomaly detection module dynamically identifies malicious
updates and isolates suspicious clients to mitigate poisoning attacks effectively. Furthermore, Zero-Knowledge
Proof techniques are incorporated to verify the authenticity of client updates while preserving data privacy.
Experimental analysis demonstrates that the proposed system improves attack resistance, aggregation reliability,
and overall model accuracy compared with conventional federated learning approaches. The framework also
enhances scalability and transparency, making it suitable for privacy-sensitive applications such as healthcare,
10T, and financial systems. Future work includes the integration of advanced Graph Neural Network architectures
and practical Zero-Knowledge Proof protocols for large-scale real-world federated learning environments.

Keywords: Federated Learning ,Blockchain Technology ,Poisoning Attacks, Graph Neural Networks (GNN) ,
Privacy Preservation.
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1. INTRODUCTION

In recent years, Federated Learning has emerged as
a revolutionary distributed machine learning
approach that enables multiple clients to
collaboratively train a shared global model without
exchanging raw data. Unlike traditional centralized
machine learning systems, federated learning allows
data to remain locally on client devices while only
model parameters or updates are shared with the
central aggregation process. This approach
significantly improves data privacy and reduces the
risks associated with centralized data storage [1].
Federated learning has gained widespread attention
in domains such as healthcare, finance, Internet of
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Things (IoT), and smart systems, where sensitive
user information must be protected. However,
despite its privacy-preserving advantages, federated
learning remains vulnerable to various security
threats, especially poisoning attacks. In poisoning
attacks, malicious participants intentionally
manipulate local model updates to degrade the
accuracy and reliability of the global model [2].
Such attacks can severely impact system
performance and reduce trust among participating
clients.

To overcome these challenges, researchers have
explored the integration of Blockchain Technology
with federated learning. Blockchain technology
provides decentralization, immutability,
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transparency, and tamper-resistant storage of model
updates, thereby eliminating dependence on
centralized servers. Smart contracts can further
automate verification and aggregation processes
securely.

In addition to blockchain integration, advanced
security mechanisms such as Zero-Knowledge Proof
and Graph Neural Networks have been introduced to
improve trust and attack detection in federated
environments. Zero-Knowledge Proof enables
clients to verify the authenticity of updates without
revealing sensitive information, while GNN-
inspired anomaly detection techniques help identify
malicious participants by analyzing abnormal
update patterns.

This project proposes a secure blockchain-enabled
federated learning framework integrated with GNN-
inspired anomaly detection and reputation-aware
aggregation mechanisms. The proposed system aims
to detect poisoning attacks effectively, improve
aggregation reliability, and ensure privacy-
preserving verification of client updates. By
combining federated learning, blockchain, anomaly
detection, and cryptographic verification, the
framework provides a scalable and secure solution
for distributed machine learning applications.

2. LITERATURE SURVEY

Dong et al. (2024) [1] proposed a blockchain-
enabled federated learning framework to mitigate
poisoning attacks in decentralized machine learning
environments. The integrates
Blockchain  Technology, Distributed Ledger
Technology (DLT), smart contracts, and a peer-to-
peer voting mechanism to evaluate the
trustworthiness of client model updates. A reward-
and-slash strategy was implemented to encourage

framework

honest participation and penalize malicious
behavior. Experimental results showed improved
resistance to  poisoning attacks, enhanced
transparency, and reliable model aggregation
compared to conventional federated learning
systems. However, the use of blockchain introduced
additional computational and communication
overhead, limiting scalability in large-scale
deployments.

Parimala and Naik (2024) [2] proposed a secure
healthcare-oriented federated learning framework
by combining Blockchain Technology with Secure
Multi-Party Computation (SMPC). The proposed
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system validates model updates before aggregation
and stores them on an immutable blockchain ledger
to ensure transparency, privacy, and tamper
resistance. Experimental evaluation on healthcare
datasets demonstrated improved model accuracy,
robustness against poisoning attacks, and enhanced
privacy preservation. Nevertheless, the integration
of blockchain and SMPC increased computational
complexity and communication costs, posing
challenges for real-time and large-scale healthcare
applications.

Uprety and Rawat (2021) [3] investigated
poisoning attacks in federated learning and
introduced a reputation-based trust management
framework for identifying malicious participants.
The proposed approach utilized Beta Probability
Distribution to assign reputation scores based on the
historical behavior of clients. Low-reputation clients
were excluded from the aggregation process to
minimize the impact of malicious updates.
Experimental results using the MNIST dataset
showed significant improvements in model accuracy
and robustness under label-flipping attack scenarios.
However, the framework mainly focused on
reputation evaluation and lacked advanced anomaly
detection mechanisms for sophisticated poisoning
attacks.

Bagdasaryan et al. (2020) [4] proposed a model
poisoning attack strategy against federated learning
systems and demonstrated how adversarial clients
could manipulate global models while remaining
undetected. The study utilized model replacement
techniques to inject malicious behavior into the
global model without significantly affecting training
performance. Experimental results revealed that
federated learning systems are highly vulnerable to
targeted poisoning attacks, highlighting critical
security weaknesses. However, the research
primarily focused on attack generation and did not
provide a complete defense mechanism for
mitigating such threats.

3.METHODOLOGY

3.1 Overview of Proposed System

The proposed system aims to develop a secure and
scalable Federated Learning framework capable of
mitigating poisoning attacks through the integration
of Blockchain Technology, Zero-Knowledge Proof,

anomaly  detection, and  reputation-aware
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aggregation mechanisms. The framework operates
in a decentralized environment where multiple
clients collaboratively train a shared global model
without exchanging their raw data, thereby
preserving privacy and reducing centralized security
risks. The proposed approach ensures that only
reliable and verified client updates participate in the
global aggregation process. To achieve this, the
framework incorporates multiple security layers
including cryptographic verification, blockchain-
based storage, anomaly detection, and trust
evaluation. Local model updates generated by
clients are first validated using hashing and Zero-
Knowledge Proof techniques before being securely
stored on the blockchain network. A GNN-inspired
anomaly detection mechanism is then applied to
identify suspicious or malicious client behavior
based on update performance and deviation patterns.
Furthermore, a reputation-aware aggregation
mechanism assigns trust scores to clients according
to their historical contribution and reliability. Clients
with higher reputation scores receive greater
influence during aggregation, while malicious or
low-performing clients are isolated from the
learning process.

The overall workflow of the proposed system
includes the following phases:

Data Collection

Data Preprocessing

Local Model Training
Zero-Knowledge Proof Verification
Blockchain-Based Storage
Anomaly Detection

Reputation Evaluation

Global Model Aggregation

e IR AN

The integration of these components provides
enhanced privacy, transparency, trust management,
and resistance against poisoning attacks in federated
learning environments.

3.2 System Architecture

The architecture of the proposed system is designed
to support decentralized and secure collaborative
learning among multiple participants. Each
component performs a specific function to ensure
efficient training, verification, and aggregation of
model updates.
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Step-by-Step Process

Step 1: Data Collection

Data is collected from multiple distributed clients
such as hospitals, [oT devices, or financial
institutions. Each client retains ownership of its
local dataset.

Step 2: Data Preprocessing

The collected data is cleaned, normalized, and
transformed into a suitable format for machine
learning model training.

Step 3: Local Model Training

Each federated client independently trains a local
model using its private dataset without sharing raw
data.

Step 4: Zero-Knowledge Proof Verification
Clients generate Zero-Knowledge Proofs to verify
the authenticity and integrity of model updates
while preserving privacy.

Step 5: Blockchain-Based Storage

Verified model updates are recorded on the
blockchain ledger through smart contracts, ensuring
transparency, immutability, and tamper resistance.

Step 6: GNN-Based Anomaly Detection

A Graph Neural Network-inspired anomaly
detection module analyzes submitted updates and
identifies suspicious or malicious behavior
associated with poisoning attacks.
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Step 7: Reputation Evaluation

Trust scores are assigned to each client based on
historical contributions and anomaly detection
results. Malicious participants receive lower
reputation scores.

Step 8: Global Model Aggregation

Only trusted client updates are aggregated to
generate the global model. Reputation-aware
aggregation improves model accuracy and
resilience against poisoning attacks.

Step 9: Global Model Distribution

The updated global model is distributed back to all
participating clients for the next federated learning
round.

3.2.1 Architecture Components

1. 3 Clients (Hospitals)

3Clients represent participating hospitals or
organizations that possess private datasets. Each
client independently trains a local machine learning
model using its own data without sharing sensitive
patient information with other participants or central
servers.

2. Local Model Trainer

The Local Model Trainer is responsible for training
machine learning models at the client side. Models
such as Random Forest (Clients-1), Decision Tree
(Clients-2) , and Support Vector Machine (SVM)(
Clients-3) are trained using locally available
datasets. After training, only model parameters or
updates are shared with the federated learning
framework.

3. ZKP Module

The Zero-Knowledge Proof module is used to verify
the authenticity and integrity of local model updates
without revealing sensitive client data. This module
generates cryptographic proofs using SHA 256 that
confirm whether a client update is valid before it is
accepted into the system.

www.ijesat.com

1) ZKP Generation (Client Side):
Input: model weights

2.model string «— Convert model_weight:
3.model_hash «— SHA256(model_string)
4. zkp_hash « SHA256(model_hash)

5. Send (model hash zkp hash) to serve
2) ZKP Verification (Server Side):

1. Input: model_hash, zkp_hash

2. new_hash «— SHA256(model hash)

3.if new_hash==zkp hash

4. PRINT "VALID MODEL"

5.else

6.  PRINT "INVALID MODEL"

4. Blockchain Network

The blockchain network acts as a decentralized and
tamper-proof ledger for storing model updates and
transaction records. Each validated update is
securely recorded in blocks linked through
cryptographic hashes. This ensures transparency,
immutability, and trust among participating clients.

5. Anomaly Detection Module (GNN-Inspired)

The anomaly detection module is inspired by Graph
Neural Networks and is responsible for identifying
malicious or abnormal client updates using 70%
Threshold. The module analyses client behavior,
model accuracy, and deviation patterns to detect
poisoning attacks and isolate suspicious participants
from the aggregation process.

1. Input: model update

2. accuracy < 0.6 then

3.update.anomaly <— TRUE (Mark as malicious)
4.else

5 update.anomaly < FALSE (Mark as normal)

7. end if

8. Store result "save(update)’

6. Reputation Manager

The Reputation Manager assigns trust scores to
clients based on their historical performance and
contribution quality. Clients that consistently
provide reliable updates receive higher reputation
scores, while malicious or low-performing clients
receive reduced trust values.

Select Valid Set {V} = {u{verified} = {True} and
f = J
fanomaly} = {False}}

7. Global Aggregator

The Global Aggregator combines trusted local
model updates to generate the final global model.
Unlike traditional Federated Averaging methods, the
proposed system performs reputation-aware
aggregation where updates from highly trusted
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clients receive greater importance during model
aggregation.

Calculate Global Model R=Sum of accuracy /total
3.2.2 Algorithm Steps

Step 1: Initialize three clients (Hospitals) with their
private healthcare datasets.

Step 2: Train local models at each client:

Client 1 — Random Forest (RF)

Client 2 — Decision Tree (DT)

Client 3 — Support Vector Machine (SVM)

Step 3: Generate local model updates after training.
Step 4: Submit model updates to the ZKP Module.’

Step 5: Generate SHA-256 based Zero-Knowledge
Proofs to verify the authenticity and integrity of
updates.

Step 6: Store verified updates in the Blockchain
Network as secure transactions.

Step 7: The GNN-Inspired Anomaly Detection
Module analyzes client updates.

Step 8: Compare anomaly scores with the 60%
threshold.

If anomaly score > 60%, mark the client as
suspicious.

Otherwise, classify the client as trusted.

Step 9: The Reputation Manager assigns trust scores
based on client behavior and update quality.
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Step 10: Reduce the reputation score of suspicious

clients and increase the score of trusted clients.

Step 11: Exclude malicious clients from the

aggregation process.

Step 12: The Global Aggregator collects updates

from trusted clients only.

Step 13: Perform reputation-aware aggregation to

generate the global model.

Step 14: Store the updated global model on the
blockchain.

Step 15: Broadcast the new global model to all

trusted clients.

Step 16: Repeat the process until the desired model

accuracy is achieved.

Output: Secure Global Model with Poisoning
Attack Mitigation.

3.3 Advantages of the Proposed Methodology

The proposed methodology offers several
advantages over traditional federated learning

systems:

e Improved resistance against poisoning
attacks

e Enhanced privacy preservation

e Decentralized and tamper-proof model
storage

e  Trust-based aggregation of client updates

e  Better scalability and transparency

e Secure verification without exposing

sensitive data

These features make the proposed framework
suitable for real-world applications such as
healthcare systems, IoT environments, and

distributed Al platforms.
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3.4 Proposed Algorithm

Algorithm: Secure Blockchain-Based Federated
Learning with GNN-Inspired Anomaly Detection

Input:

e Local datasets from multiple clients
(Hospitals)

e Initial global model
e Reputation threshold value

e Anomaly detection threshold

e  Secure and optimized global model

e  Detection and isolation of malicious
clients

4.RESULTS AND DISCUSSION

4.1 Discussion

The existing federated learning systems integrated
with blockchain primarily rely on mechanisms such
as smart contracts, majority voting, and reward-slash
strategies to handle malicious clients; however, they
fail to effectively detect sophisticated or newly
emerging poisoning attacks and suffer from
scalability and complexity issues. In contrast, the
proposed system introduces a multi-layered security
approach that combines Zero-Knowledge Proof
(ZKP) for secure validation, a GNN-inspired
anomaly detection mechanism to identify malicious
updates, and a reputation-based aggregation strategy
to prioritize trustworthy clients. This integrated
approach ensures that only verified and non-
anomalous updates contribute to the global model,
thereby improving both accuracy and system
reliability, as reflected in the achieved performance
of 97-98% accuracy. Furthermore, the use of
blockchain enhances transparency and ensures
tamper-proof storage of model updates. Despite
these improvements, the current implementation
uses simplified versions of GNN and ZKP, and

future work can focus on implementing fully
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advanced models, improving scalability, and
incorporating additional evaluation metrics to

further strengthen the system.
4.2 Results

The proposed system was evaluated using a custom-
developed that visualizes the performance of the
federated learning framework integrated with
blockchain, Zero-Knowledge Proof (ZKP), anomaly
detection, and reputation-based aggregation. The
experimental setup consists of multiple clients
(hospitals), each training its local model on private
datasets without sharing raw data. The outputs
generated from each client are transmitted as model
updates and processed through various validation
stages before aggregation. The dashboard presents
key metrics such as client-wise accuracy,
verification status, anomaly detection results, and
the final global model accuracy. From the results, it
is observed that the system effectively filters out
unreliable or malicious updates. The ZKP
mechanism ensures that only authenticated updates
are accepted, while the anomaly detection module
identifies suspicious client behavior based on
performance thresholds. Clients that fail these
checks are excluded from the aggregation process.
This layered validation enhances the overall
reliability and robustness of the system. The
dashboard also provides a clear visualization of
individual client contributions and their impact on
the final model, enabling better understanding and

monitoring of the system performance.

The global model accuracy achieved by the
proposed system ranges between 97% and 98%,
indicating strong predictive performance. This
improvement in accuracy is primarily due to the
elimination of malicious updates and the
prioritization of trusted clients through reputation-
based aggregation. Unlike traditional federated

learning approaches that treat all client updates
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equally, the proposed system assigns higher These tables fit well under Section 4.2 Results and
importance to clients with better historical support the reported global accuracy of 97-98%.

performance and verified updates. This weighted

Client Accuracy over Training Rounds

0.8+ — Client1

aggregation leads to a more accurate and stable Client 2

—— Client 3
—— Client 4

global model. Additionally, blockchain integration
ensures secure and tamper-proof storage of updates,
further strengthening system integrity. Overall, the
results demonstrate that the proposed approach

successfully enhances both accuracy and security.

You can present the Results in the following table " ? 1 o 20 = X

format:
Figure 4.1: Client-wise Accuracy Comparison

Table 4.1 Performance Evaluation Results e Client 1 (Random Forest): 98.2%

Model  |ocal ZKp Anomaly | e  Client 2 (Decision Tree): 96.8%
Client ID Used Accuracy |Verificati |Detection s
(%) on Status i e Client 3 (SVM): 72.5%
Random
i i ¢ . L .
Client 1 Forest 982 Verified | Normal 0.6 e Shows that Client 3 is identified as
Client 2 Tre;;swn 96.8 Verified |Normal |0 suspicious and excluded from aggregation
Client3 |SVM 72.5 Verified |Suspicious |0.4 CONCLUSION
Table 4.2 Global Model Performance The primary objective of this project was to design
and implement a secure federated learning
Parameter Value framework capable of mitigating poisoning attacks
Number of Clients 3 while maintaining high model performance.
Verified Updates 3 Traditional federated learning systems, although
Malicious Clients 1 effective in preserving data privacy, are vulnerable
Detected .. . .
- to malicious client behavior and lack robust
Trusted Clients 5 ) ; )
Aggregated mechanisms for detecting and preventing such
Average Local Accuracy 97.50% attacks. To address thege limitations, the proPosed
system integrates multiple advanced techniques,
0,
Global M(?del A.Ccur.acy 28.10% including blockchain technology, Zero-Knowledge
Blockchain Validation Successful Proof (ZKP Iv detecti d tati
ZKP Verification Rato 100% roof ( ), 'anomay etection, and reputation-
Anomaly Detection based aggregation. These components work together
0, . .
Threshold 70% to ensure that only valid and trustworthy client
Reputation-Based Enabled updates contribute to the global model, thereby
Aggregation

enhancing both security and reliability. The
implementation of ZKP-based validation ensures

Table 4.3 Comparison with Traditional that client updates are authenticated without

Federated Learning exposing sensitive information, preserving privacy
while maintaining trust. The blockchain layer
Metric Traditional FI Proposed System provides a decentralized and tamper-proof
Security Medium High . . .
Poisoning Aftack Resistance Low High environment for storing model updates, ensuring
Client Verification No Yes (ZKP) transparency and data integrity. Additionally, the
Tamper Resistance No Yes (Blockchain . . . .
ot . o GNN-inspired anomaly detection mechanism
Anomaly Detection No Yes
Reputation Management No Yes effectively identifies malicious or abnormal client
0, .
Global Accuracy (%) 24 L behavior based on performance thresholds. By
Trustworthiness Moderate Excellent

filtering out suspicious updates and combining only
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verified contributions, the system significantly
reduces the impact of poisoning attacks. The
reputation-based aggregation mechanism further
strengthens the system by assigning trust scores to
clients and prioritizing reliable participants during
model aggregation.

The experimental results demonstrate that the
proposed system achieves a high level of accuracy,
ranging between 97% and 98%, while effectively
mitigating security threats. The use of a dashboard
for result visualization provides clear insights into
system performance, client contributions, and
anomaly detection outcomes. Overall, the proposed
framework successfully addresses the key
challenges of federated learning, including security,
trust, and scalability, making it suitable for real-
world applications such as healthcare systems where
data privacy and reliability are critical.

FUTURE SCOPE

The proposed blockchain-enabled federated
learning framework provides effective protection
against poisoning attacks through reputation-based
aggregation, Zero-Knowledge Proof (ZKP), and
GNN-inspired anomaly detection. However, several
enhancements can be explored in future work.
Advanced ZKP protocols such as zk-SNARKSs and
zk-STARKS can be integrated to provide faster and
more scalable privacy-preserving verification with
reduced computational overhead. Similarly, more
sophisticated Graph Neural Network (GNN)
architectures, including  Graph  Attention
Networks (GAT) and Graph Convolutional
Networks (GCN), can be employed to improve the
detection of complex and coordinated poisoning
attacks. Future research can also focus on supporting
larger federated networks with thousands of clients,
optimizing blockchain scalability, and reducing
communication costs. Additionally, integrating
explainable Al techniques can enhance the
transparency of anomaly detection decisions. These
improvements will further strengthen security,
privacy, scalability, and reliability, making the
framework suitable for large-scale real-world
applications in healthcare, finance, IoT, and smart
city environments.
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